SHORT TENDER NOTICE NO.P-16/2010

(FOR WEB HOSTING & EMAIL SERVICES)

Sealed Proposals are invited from renowned firms having registration with Sales Tax and Income Tax Departments for “Managed/Dedicated Hosting Services for Web Site and E-mail Services”. Detail Tender Documents containing terms and conditions and technical requirements may be obtained from the office of undersigned (during office hours) or may download from www.ppra.org.pk or www.pral.com.pk from 03/05/2010 to 21/05/2010. Last date for submission of the proposals is 21/05-2010 on or before 1100 hours. Proposals shall be opened on the same day at 1130 hours.


Manager (Administration)

House No.15, Street No.19, F-6/2, Islamabad

Phone: 051-9208687
TENDER DOCUMENT

PAKISTAN REVENUE AUTOMATION (PVT.) LIMITED

Ref. 6(6)WHS/FBR/2010
   
                              

                    
May 03, 2010

Subject:
TENDER NO. P-16/2010 DATED 03/05/2010 FOR “MANAGED / DEDICATED HOSTING SERVICES” FOR WEBSITE AND E-MAIL SERVICES

1.
Pakistan Revenue Automation (Pvt.) Ltd. (hereinafter called PRAL) invites sealed Proposals for purpose of “Managed / Dedicated Hosting Services for Web Site and E-mail Services for the official website of FBR (i.e. www.fbr.gov.pk) & any domain of organization which are subsidiaries or owned by FBR. Detail of the Services and Technical Support is described in enclosed Schedule of Requirement “Annexure- A”.

2.
Interested firms are requested to prepare a compliance sheet for each individual item listed in the Hosting Specifications / Annexure “A”.

3.
If you have any doubt as to the meaning of any portion of the technical specifications, you may seek clarification of the same from Mr. Sami ul Haq Web Master (PRAL) Ph # 051-9221004 and Cell:0321-5371166.
4.
PRAL does not take any responsibility for collecting the bids from any agency.  


5.
The subject services are initially required for the period of one year w.e.f. 06/06/2010 to 05/06/2011 (can be extended for the period of an other one year). The Successful bidder may be in a position to commence services immediately after award of the contract.   

6.
The service shall be required round-the-clock. 


7.
BIDS PRICE


Prices must be quoted in Pakistani Currency. The quoted prices must be inclusive of all charges and taxes.

8.
PAYMENT


Payment shall be made (after deducting / withholding the taxes) under the law on mutually agreed terms and conditions. However the bidders are free to clearly mention their terms of payment as per their policy.

9.
SEALING AND MARKING OF PROPOSALS


The Proposals shall be submitted in sealed envelopes marked as under:

Manager, Administration (PRAL)

House # 14, Street # 19, Sector F-6/2, Islamabad
The Envelopes shall also bear the word ““Confidential” and following identifications:-

Proposals # P-16/2010

For the “Managed/Dedicated Hosting Services for FBR Web Site and E-mail Services”
10.
DEADLINE FOR SUBMISSION OF BIDS:


All Proposals must be delivered in the Office of undersigned on or before the prescribed deadline of 1100 hours on 21/05/2010. PRAL will open the Proposals in the presence of bidder representatives who choose to attend at 1130 hours on 21/05/2010 at House # 15, Street # 19, Sector F-6/2, Islamabad.

11.
EVALUATION:

11.1.
After opening of the Proposals, PRAL will examine the same for technical evaluation and completeness of the same as per tender requirements.
11.2.
Bidder (s) who do not qualify cannot challenge the findings of the evaluation or ask for reasons of disqualification. 

12.
Successful Bidder represents and warrants that they can provide clear and efficient services and in this respect has the necessary labour, skill, expertise and technical know how.

13.
The Bidder (s) represents and warrants that the services to be provided by them are fully guaranteed. Bidder will takes full responsibility to provide the service as per PRAL’s satisfaction.

14.
EARNEST MONEY

The bidder shall furnish as part of his bid, a Call Deposit / Pay Order equivalent to 2% of the quarterly cost as Earnest Money crossed in favour of “Pakistan Revenue Automation”. Bank Guarantee as earnest money shall not be entertained. Any bid not accompanied by Earnest Money shall be rejected without any right of appeal.

15.
All Proposals should include:

15.1.
Company’s profile, list of such projects handled, list of clients with telephone number and address.   

15.2
Copies of Income Tax and Sales Tax registration certificates.

15.3.
Affidavit (on legal paper) to the effect that the firm has never been black- listed by any agency of government/semi government/autonomous or business concern
15.4
Compliance sheet for each individual item listed in the Hosting Specifications / Annexure “A”

16.
PRAL reserves the right to accept or reject any Proposal and to annul the bidding process and reject all Proposals at any time prior to award of Contract (s) without thereby incurring any liability to the affected Bidder or Bidders or any obligation to inform the affected Bidder or of the grounds for PRAL’s action.

17.
Bidding Form Annexure “B” must also be duly filled in, stamped and signed by authorized representative of the bidder. 


(SOHAIL AKHTAR)

Manager (Administration)

House No.15, Street No.19, F-6/2, Islamabad

Phone: 051-9208687

ANNEXURE-A

SCHEDULE OF REQUIREMENT

TENDER # P-16/2010 DATED 03/05/2010

Hosting Service Type: Managed 
(The Systems will be managed by hosting provider)
Web Server (Dedicated) – Quantity: One 

a. Machine:


	
	Short Title
	Specification

	1.
	Brand
	Any brand of good market reputation

	2.
	Processor
	Xeon Dual Core or Higher

	3.
	Memory
	4 GB ECC DDR2 or Higher

	4.
	Storage
	3 * 250 GB SCSI/SAS/SATA with RAID5 Support (Hot-pluggable / Hot-swappable)

	5.
	NICs
	Dual Gigabit NICs on different Network Sources 

	6.
	Power Supply
	Dual/Redundant Power Supply with different Power 
Sources(Hot-pluggable / Hot-swappable)

	7.
	OS
	Windows 2008 Enterprise Server R2 Or Above
 With ALL Patches and Service Packs

	8.
	Security
 Protection
	Antivirus Protection and any malicious activity protection

 on Server


b.   Other Required Configuration:

1. One Back-Up Machine in Case of Main Machine Failure (2-Hour SLA) During Pakistan Business Hours.
2. The hosting provider will be required to serve the content of the web server via a Content Delivery Network (CDN), with NO limit on the outgoing bandwidth.
3. Must Provide Remote Desktop Access on Specific IP Address provided by Web Team

4. Microsoft Index Server Support
5. Must be .NET/ASP, PHP/Perl, WAP (Wireless Application Protocol) JSP,  CGI-Bin Front Page 2000 installed.

6. Fully Automated Back-up Solution for Daily, Weekly, Monthly and Out-of-Norm Scheduled Backups.
7. Daily backups required (for 7 Days in archive).
8. Backups must be taken on a SAN (iSCSI) 
9. Outgoing Bandwidth unlimited
Database Server (Dedicated) – Quantity: One 

a.
Machine


	
	Short Title
	Specification

	1.
	Brand
	Any brand of good market reputation

	2.
	Processor
	Xeon Dual Core or Higher

	3.
	Memory
	4 GB ECC DDR2 or Higher

	4.
	Storage
	3 * 250 GB SCSI/SAS/SATA with RAID5 Support(Hot-pluggable / Hot-swappable).

	5.
	NICs
	Dual Gigabit NICs on different Network Sources

	6.
	Power Supply
	Dual/Redundant Power Supply with different Power 
Sources

	7.
	OS
	Windows 2003 Enterprise Server R2 Or Above
 With ALL Patches and Service Packs

	8.
	Database 

Server
	SQL Server 2005 or Above With all Service Packages.

	9.
	Security
 Protection
	Antivirus Protection and any malicious activity protection

 on Server


b.   Other Required Configuration
1. One Back-Up Machine in Case of Main Machine Failure (2-Hour SLA) During Pakistan Business Hours.
2. Must Provide Remote Desktop Access on Specific IP Addresses provided by Web Team
3. Must provide Access through Microsoft SQL Client on Customized Port
4. Fully Automated Back-up Plan for Daily (Three Times), Weekly, Monthly and Out-of-Norm Scheduled Backups.
5. Daily backups required (for 7 Days in archive).

6. Backups must be taken on a SAN (iSCSI).
7. Firewall Policies Applicable.
Mail Server (Dedicated) – Quantity: One 

a.
Machine

	
	Short Title
	Specification

	1.
	Brand
	Any brand of good market reputation

	2.
	Processor
	Xeon Dual Core or Higher

	3.
	Memory
	4 GB ECC DDR2 or Higher

	4.
	Storage
	6 * 250 GB SCSI/SAS/SATA with RAID5 Support(Hot-pluggable / Hot-swappable)

               OR

1 Terabyte Space On SAN (iSCSI) Storage 

	5.
	NICs
	Dual Gigabit NICs with different Network Sources

	6.
	Power Supply
	Dual/Redundant Power Supply on different Power 
Sources

	7.
	OS
	Windows 2008 Enterprise Server R2 Or Above
 With ALL Patches and Service Packs

	8.
	Mail Server
	Any Mail Server Used in current market for corporate level

	9.
	Security
 Protection
	Antivirus Protection and any malicious activity protection

 on Server




b.   Other Required Configuration
1. One Back-Up Machine in Case of Main Machine Failure (2-Hour SLA) During Pakistan Business Hours.
2. The Winner of the contract must have to migrate the current email boxes with data to new email set up with zero downtime and with no data lose.
3. 4000 email Accounts (provisioning should be for UNLIMITED accounts on the Mail Server without incurring any additional charges, within the space allocated on the server)

4. PRAL is not interested in paying on a per user or per mailbox basis.
5. Space required per account 250 MB – should be variable.

6. 99.9 % Spam free email solution
7. Outgoing Bandwidth unlimited 
8. http/IMAP/POP and smart device access  enabled

9. 1 Year Archival Backup of the emails if the same popped.

10. Fully Automated Back-up Solution for Daily, Weekly, Monthly.

11. Daily backups required (for 7 Days in archive).
12. Backups must be taken on a SAN (iSCSI).
13. Web based access for Administrator

14. Web based access for clients.

15. Worm Protection
16. Detailed Logging of emails received, sent, accessed, pop’d etc. 

Spam Protection Services: 

a.
Machine/Software

	
	Short Title
	Specification

	1.
	Brand
	Barracuda Spam Firewall 3 or Equivalent 

	2.
	Features 
required of 
Spam Appliance
	1. Dual Anti Spam Appliance (No Single Point of Failure)

2. Provide 99.9% protection against spam. 

3. User must be able to White list, Black list and Quarantine.

4. Users must be able to get Quarantine reports on daily basis with option to deliver/mark spam/delete the blocked messages. 

5. Bypass/block for domains, email account and IP addresses.

6. Commercial grade URI filtering is required.

7. No genuine email should be block. 

8. Antivirus protection should also be enabled.

9. Comprehensive Logs facility should be enabled.




Networking & Other Services/Terms Required

1. All Appliances and Servers must be physically based in Pakistan.

2. After award of contract the hosting service provider is bound to make operational all services (Mentioned in this document) with in fifteen (15) working days.

3. Minimum Bandwidth connectivity must be adequate to coupe up with the web-load and minimum of 2 different regional backbone service providers are required. Service provider shall provide the proof of available bandwidth arrangement at their data center. The service provider might provide proof that they have separate backbone arrangement with TW1 or ITI or etc.

4. Denial of Service (DoS) / Distributed Denial of Service (DDoS) Protection up to 1Gbps or 100,000pps whichever comes first [please provide name of DDoS protection services / Service provider that you have engaged with, or alternative provide written direct proof that the data center would be providing such services to us for the speeds mentioned]. 

5. Intrusion Detection System (host & network) Monitoring

6. Must provide the support of expanding extra lucrative bandwidth without any cost when DDoS attack launched.

7. Must provide Latest 2 different Antivirus vendors. Must have Gateway, email and Server level antivirus with subscription for pattern updates

8. Dual In-line Firewall Protection with 100% fail-over mechanism protection (High-Availability)

9. Windows Streaming Media Support & Flash Streaming on request.

10. 24/7 Unlimited FTP Access 

11. Live Web Statistics 

12. Full DNS Services with High Traffic DNS 

13. 16 Dedicated IP Addresses 

14. Multiple domains (FBR and PRAL’s website/emails) will be hosted. 
15. 100.00% Network Up-time Guarantee 

16. 99.9% Server Up-time Guarantee
17. Hosting provider will send / make available the data hosted in their servers whenever and wherever required.
Customer Support

1. The hosting provider will be responsible of data shifting and configuration of all systems (Databases, Website and Email system) from the recently hosted Servers. 

2. The hosting provider will be bound to provide technical support in future data shifting to other hosting provider.

3. The hosting provider must have dedicated team covering Networks, Database, email and web application server support.

4. 24/7 Ticket based support with online chat service over MSN & website support.

5. Training to Web Team.

· The hosting provider will provide training regarding to the said services hosted with, covering the following Topics.

· Web Site Security and Administration

· Email System Security and Administration

· Database System Security and Administration.

Company Qualification
1. Company must be registered with Sales Tax and Income Tax Department.

2. Responding organization having core business of hosting and emails would be given preference.

3. The datacenter where the servers will be hosted must be defined in the submitting document. Tier Level 3+ data center will be required. 

4. The company has preferably been in operations for web hosting, etc. for a period of 5 years.

5. A detailed company profile and the client list with references are required.

6. The company who has been managing dedicated servers for any government client would be preferred. Please provide list of all Government / Semi-Government clients. 

ANNEXURE-"B"

BIDDING FORM

Tender No.P-16/2010, dated 03/05/2010 

Pakistan Revenue Automation (Pvt.) Limited, Islamabad.

Gentlemen,

1.
Having examined the conditions to Tender and Specifications of Tender No.P-16/2010 dated May 03, 2010 the receipt of which is hereby acknowledged we, the undersigned, offer to deliver / commence the services with specifications / detail mentioned / given in Annexure “A” and conditions of Tender for the sum of Rs._________________________ (Rupees ______________________________ ) or such other sums as may be ascertained in accordance with the said Conditions.

2.
If our Bid is accepted we shall deliver / commenced the services mentioned in the tender documents within ______ days from the date of award of contract agreement.

3.
We agree to abide by the terms and conditions of the Tender for the period of _______ from the date fixed for receiving the same and it shall remain binding upon us and may be accepted at any time before the expiration of that period.

4.
Until a formal Purchase order(s) is placed, this Bid, together with your written acceptance thereof, shall constitute a binding contract between us.

5.
We understand that you are not bound to accept the lowest or any proposal you may receive or to inform us of the rejection of our bid or to give any reasons therefore.

Dated this ______________________ day of ______________________________ 2010_______________

Signature _______________________ in the capacity of ______________________________ duly authorized to sign Tender for and on behalf of 

_____________________________________________________________________________________

(NAME OF FIRM IN BLOCK CAPITALS)

Complete address:________________________________________________________________________

Fax No.____________________________ Telephone No.______________________________________

______________________

( SIGNATURE )

Witness:-

1.
_______________________

2.
_______________________
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